API Log Fetch using Rest API Python Script
1) We require to setup 1 VM that act as a Log Forwarder to forward logs from Menlo MSIP to SIEM
2) The Log Forwarder can also setup with the same OS as the SIEM. No special config require as it would need to support the python software
3) Since the Log Forwarder only function is to execute the python script running
4) Require a token, require to log case to Menlo Support / created by Menlo Customer Success
5) The token would be generated based on your tenant and email address

You need to have Python and pip installed on the environment where you are running the script.
You would receive the error below if the python version installed is not correct
level=ERROR Error while writing the logs to the file logs.csv, error - Unicode-objects must be encoded before hashing

The command-line options are:
usage with python 2, using log_fetch.py file:
log_fetch.py [-h] [-o OUTPUT] [-d] [-s STARTTIME] [-e ENDTIME] [-f {CEF,JSON,KVP,CSV,LEEF}] [-t {‘web’,‘safemail’,‘audit’,‘smtp’,‘attachment’}] [-host HOST] [-a APPEND] token
usage with python 3, using log_fetch_py3.py file:
log_fetch_py3.py [-h] [-o OUTPUT] [-d] [-s STARTTIME] [-e ENDTIME] [-f {CEF,JSON,KVP,CSV,LEEF}] [-t {‘web’,‘safemail’,‘audit’,‘smtp’,‘attachment’}] [-host HOST] [-a APPEND] token
Where
-o output file name
-d debug mode
-s starttime using the format YYYYMMDDhhmmss UTC time zone
-e endtime using the format YYYYMMDDhhmmss UTC time zone
-f file format [CEF, JSON, KVP, CSV, LEEF]
-t type of logging [web, safemail, audit, smtp, attachment,dlp]
-host host to query for the logs
-a append a string to all log entries. Apply for KVP, CEF and LEEF format
token - this is a unique key for your tenant and user.
-q query value used for filtering
-h show help message
-l maximum number of events to receive each API call



1. The Log API key cannot be generated via the API Tokens screen in the Admin UI.
2. The key is generated by Customer Success, please raise a support ticket if you do not have a key.
3. The default filename is menlo_logs.txt
4. If you do not specify an end-time it will default to the current time. We recommend that you ALWAYS specify an end time.
5. If you do not specify a start time it will default to 5 minutes before the end time.
6. If you do not specify a start and end time, it will default to 5 minutes from now.
7. If you are experiencing a 400 error, please ensure you have specified a start time or end time or both


Example Screen Shot

This is my secret token would be replaced with the token generated for you
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1. Fetch audit logs from start time 2020-08-14 08:00:00 UTC to end time 2020-08-16
09:00:00.

python2:
log fetch.py -t audit -s 20200814080000 -e 20200816090000

thisismysecrettoken

python3:
log fetch py3.py -t audit -s 20200814080000 -e 20200816090000

thisismysecrettoken
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[root@ss-elk home]# 1s
ata.txt log_fetch py3 (1).py 1log_fetch py3.py
[zoot@ss-elk homel# cat data.ctxt
("top_url": "NA", "domain": "csportal.menlosecurity.com", "protocol”: "https", "risk tally": "-17, "is_iframe":
false", "origin ip": "NA", "has password”: "NA", "file size": "19438", "browser_and version": "Edge 103", "file
ame”: "Capture Fetch Logs.PNG", "threats”: "Unknown", 7"severity": "5, "evemt_time": "2022-07-20T08:05:20.99800
", "dstv: ["104.16.51.111", "104.16.53.111"], "user-agent”: "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWeb
1t/537.36 (KHTML, like Gecko) Chrome/103.0.5060.114 Safari/537.36 Edg/103.0.1264.62", "risk score": "medium", "
ersion”: "2.07, "soph dlp_ref": "NA", "sha256": "7e2814cfcfef87844c6afadde54aa2sbice65Ter6321b1176£2d2a8d42567
5", "xff ip": "NA", "product": "MSIP", "vendor": "Menlo Security”, "request_type": "-", "ua_type": "supported b
cwsern, Tcategories”: "Computer and Internet Security”, "x-cClient-ip": "175.143.123.169", "hamer: "file upload”
"url": "https://csportal.menlosecurity.com/hc/en-us/requests/46788", "region": "ap-southeast-la", "usezid": "w
seng@askékey.com”, "pe_action”: "isolate", "threat_types": "Risky File"}
lt"top_url": "https://csportal.menlosecurity.com/hc/en-us/requests/46788", "egress_country": "SG", "domain": "csp
rtal menlosecurity.com”, "protocol": "https”, "risk tally": "-17, "is iframe": "false”, "origin ip": "104.16.51
1117, "has_password": "false", "file size": "NA", "browser_and version": "Edge 103", "user-agent": "Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebXit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.114 Safari/537.36 Edg/10
.0.1264.62", "egress_ip": "54.169.255.1857, "severity": "5, Mevent_time": "2022-07-20T08:05:27.4550007, "dst”:
["104.16.51.111", "104.16.53.111"], "filename": "NA", "risk score": "low”, "version": "2.0", "pe_rulename": "Co
uter and Internet Security Category”, "tab_id": "27, "xff_ip": "NA", "product”: "MSIB", "origin country": "NA"
"vendor": "Menlo Security”, "x-clicnt-country": "MY", "request_type": "BOST", "referer": "https://csportal.men
osecurity.com/hc/en-us/Tequests/46788%, "soph dlp_refe: "NA", "pe_reason": "d91cd6l0-as2b-4555-a2f-b7613dcadsh
", "categories": "Computer and Internet Security", "x-client-ip": "175.143.123.168", "name": "form post”, "url"
"https://csportal.menlosecurity.com/hc/en-us/requests/46788", "region”: "ap-southeast-la”, "userid": "wysenga
kékey.com”, "full session_id": "NIY bG6g-10", "pe_action”: "isolate", "ua_type": "supported browser", "Content-
ype": "text/html; charset—utf-8", "Lesponse_code": "3027}
l("top_url": "https://csportal.menlosecurity.com/hc/en-us/requests/46788%page=1", "egress_country”: "SG", "domain
"csportal.menlosecurity.com”, "protocol”: "https", "risk tally": "-17, "is iframe": "false”, "origin ip": "10
.16.51.111", "has_password": "false", "file size": "NA", "browser_and version": "Edge 103", "user-agent": "Mozi
12/5.0 (Windows NT 10.0; Win64; x64) AppleWsbKit/537.36 (KATML, like Gecko) Chrome/103.0.5060.114 Safari/S37.3s
Edg/103.0.1264.62", "egress_ip": "54.169.255.185", "severity": "5", "event_time": "2022-07-20T08:05:29.584000",
"dstv: ["104.16.51.1117, "104.16.53.111"], "filename": "NA", "risk score”: "low", "version": "2.0", "pe_rulenam
": "Computer and Internet Security Category”, "tab_id": "2", "xff_ip": "NA", "product”: "MSIP", "origin country
"NA", "vendor": "Menlo Security", "x-client-country": "MY", "request_type": "BOST", "referer": "https://cspor
a1.menlosecurity. com/hc/en-us/requests/46788", "soph_dlp_ref": "NA", "pe_reason”: "d91d610-aszb-4555-9a2f-b761
dcadsb7", "categories”: "Computer and Intermet Security”, "x-Client-ip": "175.143.123.169", "name": "form post”
"url": "https://csportal.menlosecurity.com/hc/en-us/requests/46788%page=1", "region": "ap-southeast-la", "user
d": muyseng@askékey.com", "full session_id": "NIY bG6g-107, "pe_action”: "isolate", "ua_type": "supported brows
", "content-type": "text/html; Charset-utf-8", "Eesponse code": "2007}
{"top_url": "NA", "egress_country": "SG", "domain”: "www.bing.com", "protocol

"https®, "risk tally": "-17, "is





