How to Configure Azure SSO with Menlo

1: Login to Azure, navigate to Enterprise applications, and select the + New Application tab:
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2. In the Add an application screen, enter 'Menlo' in the gallery search field. Just one application Menlo Security Isolation Platform should be available, select this application.
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3. In the right-hand panel, a property screen opens (no changes are required), click on Add.
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4. On the Menlo Security Isolation Platform | Overview page, select option 2. Set up single sign on.
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5.The Menlo Security Isolation Platform | SAML-based Sign-on page is displayed. This page contains five sections, four of these will be used for configuration (sections 1,2,3 and 4). Each task is outlined below in steps 6 to 9.
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6. Click on the pencil for section #1 to open the Basic SAML Configuration screen.
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The Basic SAML Configuration panel is displayed, enter three URLS here:
Identifier (Entity ID): https://safe.menlosecurity.com/safeview-auth-server/saml/metadata
Reply URL (Assertion Consumer Service URL): https://safe.menlosecurity.com/safeview-auth-server/saml
Sign-on URL: https://safe.menlosecurity.com/account/login


[image: ]


7. Click on the pencil for section #2. In this section, confirm that the emailaddress value isuser.mail, then save and close.
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8. If the user.groups[securitygroup] claim is not present, then add a group claim. 
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9. Typically, the Security groups option needs to be selected in the Group Claims screen, but you may also potentially use Groups assigned to the application if your Menlo Security application is configured with assigned groups. 
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10. From section #3, click on the Download link next to Certificate (Base64) and save the file, this will also be used to configure Azure in the Menlo Admin UI. If necessary, this file may be sent via encrypted email. The saved Certificate to be provided to configure later in the Menlo Portal.
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11. Obtain the Object Id for an Azure Group


Navigate to Azure Active Directory -> Groups

Select the group name to display the group properties and copy the Object Id value from here 
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